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Catch up on the latest from |oT, InfoSec and Tech. This issue includes: loT
Healthcare, ICS malware, AMD vulns, Paypal data sharing, steering wheels
falling off and much more...

loT

Only 21% of the US insurance providers who said loT data is important to their
strategy actually have a strategy for IoT in place.

An Uber self-driving car killed a woman in Arizona. The reactions to this should
be interesting to watch; regulation, court cases, etc.

The UK government released a paper called "Secure by Design" to help
manufacturers build in security for loT devices.

Interesting car security camera called the Owl. It's a two-way camera that
records everything that's happening inside and outside of your car.

Amazon is hiring more developers for its Alexa devices than Google is hiring for
everything else.

A report on the policies, processes and technologies used to protect loT for
healthcare.

The Triton/Trisis/HatMan malware is the first malware designed to attack


https://www.techrepublic.com/article/insurance-industry-lags-behind-in-using-iot-data-to-boost-business-value/
https://www.wired.com/story/uber-self-driving-car-crash-arizona-pedestrian/
https://www.techbullion.com/ditch-the-password-reevaluating-threat-models-in-the-internet-of-things/
https://techcrunch.com/2018/03/18/what-its-like-using-the-owl-car-security-camera/
https://www.gadgetsnow.com/tech-news/amazon-is-hiring-more-developers-for-alexa-than-google-is-for-all-its-businesses/articleshow/63313107.cms
http://www.healthcareitnews.com/news/special-report-policies-processes-and-technologies-guard-iot-healthcare
https://www.eetimes.com/document.asp?doc_id=1333077

industrial control safety systems.

InfoSec

A US bill called the CLOUD Act could allow governments to do an end run
around the Fourth Amendment.

POS malware, Prilex, has been adapted to target chip and PIN credit cards.

CTS-Labs, a security firm with rather dubious motivation, released numerous
AMD vulnerabilities while giving AMD only 24 hours to respond before public
disclosure. AMD is releasing firmware patches for these vulnerabilities.

The Cambridge Analytica story continues to evolve with governmental inquiries
and potential warrants to raid CA offices. 50 million Facebook users could be
affected.

Paypal released a list of over 600 companies they share customer data with.
Zenis ransomware encrypts your data and deletes your backups. Yay!

Millions of Android phones came pre-installed with the RottenSys malware
which was disguised as a System Wi-Fi service application. Honor, Huawei
Xiaomi, OPPO, Vivo, Samsung and GIONEE affected.

Tech

Ford recalled 1.3 million cars because their steering wheels might fall off.
Porsche and Bugatti are using 3D printing for parts like brake calipers.

Plattsburgh, New York passed an 18-month moratorium on Bitcoin mining in the
city due to using more than their monthly allotment of cheap hydroelectric
power.

China will bar people with bad "social credit" from using planes and trains. Or
they may have been doing this for a while now.

What I've been up to!

OWASRP IloT Project 2018 is revving up with our first #iot-security channel
meetup and working on revamped Top Ten lists.


https://www.eff.org/deeplinks/2018/03/new-backdoor-around-fourth-amendment-cloud-act
https://www.itproportal.com/news/pos-malware-evolves-to-target-chip-and-pin-protected-cards/
https://gizmodo.com/amd-fix-for-newly-disclosed-flaws-coming-in-weeks-wont-1823932681
https://gizmodo.com/authorities-seek-warrant-to-raid-offices-of-cambridge-a-1823901299
https://www.paypal.com/ie/webapps/mpp/ua/third-parties-list
https://www.bleepingcomputer.com/news/security/zenis-ransomware-encrypts-your-data-and-deletes-your-backups/
https://thehackernews.com/2018/03/android-botnet-malware.html
https://arstechnica.com/cars/2018/03/ford-recalls-1-3-million-cars-for-steering-wheels-that-might-fall-off/
https://arstechnica.com/cars/2018/03/lightweight-calipers-and-rare-old-parts-3d-printing-at-bugatti-and-porsche/
https://motherboard.vice.com/en_us/article/8xk4qv/bitcoin-ban-plattsburgh-coinmint-mining
https://www.reuters.com/article/us-china-credit/china-to-bar-people-with-bad-social-credit-from-planes-trains-idUSKCN1GS10S

Driving the McLaren 570s around Miami Speedway.

Listen to the latest loT This Week podcast.

Subscribe to the new loT This Week Newsletter for weekly updates on
interesting stories from the loT, InfoSec and Tech world.

Follow @iotthisweek on twitter for the latest tweets on interesting stories.

Contact: @craigz28 on twitter or email: podcast@iotthisweek.com



https://twitter.com/craigz28
https://www.linkedin.com/in/craigz28
https://craigsmith.net/iot-this-week/
https://craigsmith.net/newsletter/

