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Catch up on the latest from IoT, InfoSec and Tech. This issue includes: Back on
the air, Wyzecam review, malware, Whois spam, logging and alerting,
Spiderfoot and much more...

IoT
A water utility in Europe was hit with a cryptocurrency malware attack which
affected its SCADA systems.

Intel is launching an 18-core CPU for IoT devices and autonomous vehicles.

Another report displays how WiFi routers are a giant mess in regards to
security.

InfoSec
Adult content domains hosting much of the cryptomining malware on the
internet.

A strain of malware (UDPoS) has been hiding itself as LogMeIn DNS traffic to
target point of sale systems.

If you have a Cisco router make sure to grab the latest updates to prevent

http://www.eweek.com/security/water-utility-in-europe-hit-by-cryptocurrency-malware-mining-attack
https://www.v3.co.uk/v3-uk/news/3026333/intel-launches-18-core-xeon-cpu-intended-for-internet-of-things-devices-and-autonomous-vehicles
https://www.linuxinsider.com/story/85115.html
https://www.digitaltrends.com/web/cryptocurrency-mining-porn-sites/
http://www.zdnet.com/article/udpos-malware-hides-in-dns-traffic-to-target-point-of-sale-systems/
https://www.scmagazineuk.com/cisco-updates-router-firmware-to-prevent-remote-code-execution-dos-attacks/article/743275/


remote code execution and DoS attacks.

Apple's iBoot firmware source code showed up on GitHub.

Malware taking advantage of Meltdown and Spectre identified.

Tech
Homepod launches and Spotify cuts off support for some receivers and
speakers.

Amazon is possibly developing AI chips for Alexa.

An FCC report finds nearly no broadband competition at 100Mbps speeds.

What I've been up to!

Reviewing the Wyzecam security camera.

Spiderfoot reconnaissance tool.

Logging and alerting.

Domain blocking.

Whois spam.

Listen to the latest IoT This Week podcast.

Subscribe to the new IoT This Week Newsletter for weekly updates on
interesting stories from the IoT, InfoSec and Tech world.

Follow @iotthisweek on twitter for the latest tweets on interesting stories.

Contact: @craigz28 on twitter or email: podcast@iotthisweek.com

https://www.theregister.co.uk/2018/02/08/apple_iboot_source_code_leaked/
http://www.techcentral.ie/malware-exploit-meltdown-spectre-found/
https://www.theverge.com/circuitbreaker/2018/2/6/16979102/spotify-ends-support-speakers-receivers-pioneer-denon
https://techcrunch.com/2018/02/12/amazon-may-be-developing-ai-chips-for-alexa/?ncid=rss
https://arstechnica.com/information-technology/2018/02/fcc-report-finds-almost-no-broadband-competition-at-100mbps-speeds/
https://craigsmith.net/wyzecam-a-great-iot-device-but/
https://craigsmith.net/spiderfoot-open-source-intelligence/
https://craigsmith.net/logdna-cloud-logging/
https://craigsmith.net/domain-block-list/
https://craigsmith.net/whois-spam/
https://twitter.com/craigz28
https://www.linkedin.com/in/craigz28
https://craigsmith.net/iot-this-week/
https://craigsmith.net/newsletter/

